
 

 

 

 

 

 

 

 

 

Dear , 

 

On behalf of the Shelburne Country Store, we would like to thank you for the purchase you made at our Shelburne 

Country Store website (www.ShelburneCountryStore.com).  We greatly value the trust you have placed in our shop and take very 

seriously our responsibility to protect all of the confidential information you have shared with us. 

 

Unfortunately, we are contacting you today to notify you that over the Holiday season our payment processing system 

was illegally attacked by cyber-criminals similar to the attacks reported by other national retailers.  We believe that the illegal 

access gained information during the checkout process.  This information may have included your Name, Address, credit or debit 

card number, expiration date and verification code. 

 

We were made aware of the possibility on January 9
th

, 2014, and now after researching the breach, we believe the breach 

occurred between November 13
th

, 2013 and January 6
th

, 2014.  We cannot be sure who or how many purchases were affected so 

we are notifying all customers who made a purchase within that timefame. 

 

We are extremely disappointed that this happened and sincerely apologize for any inconvenience this may cause.  Please 

be assured, we are working with Federal and State authorities to thoroughly investigate this matter in the hopes of stopping the 

criminals from committing these crimes again.  If you see a fraudulent charge on your card, please immediately contact the bank 

that issued your card. 

 
What we are doing to protect your information: 

As an added precaution, we have arranged to have AllClear ID protect your identity for 12 months at no cost to you. The following 
identity protection services start on the date of this notice and you can use them at any time during the next 12 months.  
 
AllClear SECURE: The team at AllClear ID is ready and standing by if you need help protecting your identity. You are automatically 
eligible to use this service – there is no action required on your part.  If a problem arises, simply call XXX- XXX- XXXX and a dedicated 
investigator will do the work to recover financial losses, restore your credit and make sure your identity is returned to its proper 
condition.  AllClear maintains an A+ rating at the Better Business Bureau. 

 
AllClear PRO: This service offers additional layers of protection including credit monitoring and a $1 million identity theft 
insurance policy.  To use the PRO service, you will need to provide your personal information to AllClear ID. You may sign 
up online at enroll.allclearid.com or by phone by calling XXX-XXX-XXXX using the following redemption code: 
{RedemptionCode}. 
 
 
Sincerely, 
 

 
Steve Mayfield    Deb Mayfield 
Shelburne Country Store 

 
 

The Shelburne Country Store 

29 Falls Rd 

Shelburne, Vermont  05482 

800-660-3657 

(b) (1) (A)

(b) (1) (A)

http://www.shelburnecountrystore.com/


Terms of Use for AllClear Secure 
 
If you become a victim of fraud using your personal information without authorization, AllClear ID will help recover your financial losses and 
restore your identity.  Benefits include: 

 Automatic 12 months of coverage; 

 No cost to you – ever.  AllClear Secure is paid for by the participating Company. 

Services Provided 

If you suspect identity theft, simply call AllClear ID to file a claim.  AllClear ID will provide appropriate and necessary remediation services 
(“Services”) to help restore the compromised accounts and your identity to the state prior to the incident of fraud.  Services are determined 
at the sole discretion of AllClear ID and are subject to the terms and conditions found on the AllClear ID website.  AllClear Secure is not an 
insurance policy, and AllClear ID will not make payments or reimbursements to you for any financial loss, liabilities or expenses you incur.  

Coverage Period 

You are automatically protected for 12 months from the date the breach incident occurred, as communicated in the breach notification 
letter you received from Company (the “Coverage Period”).  Fraud Events that occurred prior to your Coverage Period are not covered by 
AllClear Secure services. 

Eligibility Requirements  

To be eligible for Services under AllClear Secure coverage, you must fully comply, without limitations, with your obligations under the terms 
herein, you must be a citizen or legal resident, eighteen (18) years of age or older, reside in the United States, and have a valid U.S. Social 
Security number.  Minors under eighteen (18) years of age may be eligible, but must be sponsored by a parent or guardian. The Services 
cover only you and your personal financial and medical accounts that are directly associated with your valid U.S. Social Security number, 
including but not limited to credit card, bank, or other financial accounts and/or medical accounts. 

How to File a Claim 

If you become a victim of fraud covered by the AllClear Secure services, you must: 

 Notify AllClear ID by calling 1.855.434.8075 to report the fraud prior to expiration of your Coverage Period; 

 Provide proof of eligibility for AllClear Secure by providing the redemption code on the notification letter you received from the sponsor 
Company; 

 Fully cooperate and be truthful with AllClear ID about the Event and agree to execute any documents AllClear ID may reasonably 
require; 

 Fully cooperate with AllClear ID in any remediation process, including, but not limited to, providing AllClear ID with copies of all 
available investigation files or reports from any institution, including, but not limited to, credit institutions or law enforcement agencies, 
relating to the alleged theft. 

Coverage under AllClear Secure Does Not Apply to the Following: 

Any expense, damage or loss: 

 Due to 
o Any transactions on your financial accounts made by authorized users, even if acting without your knowledge 
o Any act of theft, deceit, collusion, dishonesty or criminal act by you or any person acting in concert with you, or by any of your 

authorized representatives, whether acting alone or in collusion with you or others (collectively, your “Misrepresentation”) 

 Incurred by you from an Event that did not occur during your coverage period; 

 In connection with an Event that you fail to report to AllClear ID prior to the expiration of your AllClear Secure coverage period. 

Other Exclusions: 

 AllClear ID will not pay or be obligated for any costs or expenses other than as described herein, including without limitation fees of 
any service providers not retained by AllClear ID; AllClear ID reserves the right to investigate any asserted claim to determine its 
validity;  

 AllClear ID is not an insurance company, and AllClear Secure is not an insurance policy; AllClear ID will not make payments or 
reimbursements to you for any loss or liability you may incur; 

 AllClear ID is not a credit repair organization, is not a credit counseling service, and does not promise to help you improve your credit 
history or rating beyond resolving incidents of fraud; and  

 You are expected to protect your personal information in a reasonable way at all times. Accordingly, you will not recklessly disclose or 
publish your Social Security number or any other personal information to those who would reasonably be expected to improperly use 
or disclose that Personal Information, such as, by way of example, in response to “phishing” scams, unsolicited emails, or pop-up 
messages seeking disclosure of personal information. 

Opt-out Policy 

If for any reason you wish to have your information removed from the eligibility database for AllClear Secure, please contact AllClear ID: 
 

E-mail Mail Phone 
support@allclearid.com AllClear ID, Inc. 1.855.434.8077 
 823 Congress Avenue Suite 300  
 Austin, Texas 78701  

  



ADDITIONAL ACTIONS TO HELP REDUCE YOUR CHANCES OF IDENTITY THEFT 

 
 

 PLACE A 90-DAY FRAUD ALERT ON YOUR CREDIT FILE 
An initial 90 day security alert indicates to anyone requesting your credit file that you suspect you are a victim of 
fraud. When you or someone else attempts to open a credit account in your name, increase the credit limit on an 
existing account, or obtain a new card on an existing account, the lender should takes steps to verify that you have 
authorized the request. If the creditor cannot verify this, the request should not be satisfied.  You may contact one 
of the credit reporting companies below for assistance. 
 

Equifax 
1-800-525-6285 

www.equifax.com 
 

Experian 
1-888-397-3742 

www.experian.com  

TransUnion 
1-800-680-7289 

www.transunion.com 

 PLACE A SECURITY FREEZE ON YOUR CREDIT FILE 
If you are very concerned about becoming a victim of fraud or identity theft, a security freeze might be right for you.  
Placing a freeze on your credit report will prevent lenders and others from accessing your credit report entirely, 
which will prevent them from extending credit. With a Security Freeze in place, you will be required to take special 
steps when you wish to apply for any type of credit.  This process is also completed through each of the credit 
reporting companies. 
 
 ORDER YOUR FREE ANNUAL CREDIT REPORTS 
Visit www.annualcreditreport.com or call 877-322-8228.  Once you receive your credit reports, review them for 
discrepancies. Identify any accounts you did not open or inquiries from creditors that you did not authorize.  Verify 
all information is correct.  If you have questions or notice incorrect information, contact the credit reporting 
company. 

 
 MANAGE YOUR PERSONAL INFORMATION 
Take steps such as: carrying only essential documents with you; being aware of whom you are sharing your 
personal information with and shredding receipts, statements, and other sensitive information. 
 
 USE TOOLS FROM CREDIT PROVIDERS 
Carefully review your credit reports and bank, credit card and other account statements. Be proactive and create 
alerts on credit cards and bank accounts to notify you of activity.   If you discover unauthorized or suspicious 
activity on your credit report or by any other means, file an identity theft report with your local police and contact a 
credit reporting company. 

 
 OBTAIN MORE INFORMATION ABOUT IDENTITY THEFT AND WAYS TO PROTECT YOURSELF 

 Visit http://www.experian.com/credit-advice/topic-fraud-and-identity-theft.html for general information 
regarding protecting your identity. 

 The Federal Trade Commission has an identity theft hotline:  877-438-4338; TTY: 1-866-653-4261.  They 
also provide information on-line at www.ftc.gov/idtheft.  
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